
  

Infosessie

      Deel 1 => Privacy & Security
Deel 2 => FLOSS Cloud



  

Disclaimer

Alle informatie op deze presentatie zijn voor 
educatieve doeleinden. Ik geef geen enkele 
garantie inzake juistheid of de volledigheid.
De presentatie en presentator is geenszins 
verantwoordelijk voor elk misbruik van de 

informatie.
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Dirk Willems

http://exitas.be/

Unix System Engineer

 

https://suricat.be/

http://exitas.be/
https://suricat.be/
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General Data Protection Regulation 
(GDPR)

GDPR was finally approved by the EU Parliament on 14 April 2016. 
Enforcement date: 25 May 2018

The EU General Data Protection Regulation (GDPR) replaces the Data Protection Directive 
95/46/EC and was designed to harmonize data privacy laws across Europe, to protect and 
empower all EU citizens data privacy and to reshape the way organizations across the 
region approach data privacy. The key articles of the GDPR, as well as information on its 
business impact, can be found throughout this site. 

https://www.eugdpr.org/

https://www.eugdpr.org/


  

Increased Territorial Scope (extra-territorial applicability)

Arguably the biggest change to the regulatory landscape of data privacy comes with the extended jurisdiction of the GDPR, as it applies to all companies processing the 
personal data of data subjects residing in the Union, regardless of the company’s location. Previously, territorial applicability of the directive was ambiguous and referred to 
data process 'in context of an establishment'. This topic has arisen in a number of high profile court cases. GDPR makes its applicability very clear - it will apply to the 
processing of personal data by controllers and processors in the EU, regardless of whether the processing takes place in the EU or not. The GDPR will also apply to the 
processing of personal data of data subjects in the EU by a controller or processor not established in the EU, where the activities relate to: offering goods or services to EU 
citizens (irrespective of whether payment is required) and the monitoring of behaviour that takes place within the EU. Non-Eu businesses processing the data of EU citizens 
will also have to appoint a representative in the EU. 

Penalties

Under GDPR organizations in breach of GDPR can be fined up to 4% of annual global turnover or €20 Million (whichever is greater). This is the maximum fine that can be 
imposed for the most serious infringements e.g.not having sufficient customer consent to process data or violating the core of Privacy by Design concepts. There is a tiered 
approach to fines e.g. a company can be fined 2% for not having their records in order (article 28), not notifying the supervising authority and data subject about a breach or 
not conducting impact assessment. It is important to note that these rules apply to both controllers and processors -- meaning 'clouds' will not be exempt from GDPR 
enforcement.

Consent

The conditions for consent have been strengthened, and companies will no longer be able to use long illegible terms and conditions full of legalese, as the request for consent 
must be given in an intelligible and easily accessible form, with the purpose for data processing attached to that consent. Consent must be clear and distinguishable from other 
matters and provided in an intelligible and easily accessible form, using clear and plain language. It must be as easy to withdraw consent as it is to give it. 

Breach Notification

Under the GDPR, breach notification will become mandatory in all member states where a data breach is likely to “result in a risk for the rights and freedoms of individuals”. This 
must be done within 72 hours of first having become aware of the breach. Data processors will also be required to notify their customers, the controllers, “without undue delay” 
after first becoming aware of a data breach. 

Right to Access

Part of the expanded rights of data subjects outlined by the GDPR is the right for data subjects to obtain from the data controller confirmation as to whether or not personal data 
concerning them is being processed, where and for what purpose. Further, the controller shall provide a copy of the personal data, free of charge, in an electronic format. This 
change is a dramatic shift to data transparency and empowerment of data subjects.

Right to be Forgotten

Also known as Data Erasure, the right to be forgotten entitles the data subject to have the data controller erase his/her personal data, cease further dissemination of the data, 
and potentially have third parties halt processing of the data. The conditions for erasure, as outlined in article 17, include the data no longer being relevant to original purposes 
for processing, or a data subjects withdrawing consent. It should also be noted that this right requires controllers to compare the subjects' rights to "the public interest in the 
availability of the data" when considering such requests.



  

Data Portability

GDPR introduces data portability - the right for a data subject to receive the personal data concerning them, which they have previously provided in a 'commonly use and 
machine readable format' and have the right to transmit that data to another controller. 

Privacy by Design

Privacy by design as a concept has existed for years now, but it is only just becoming part of a legal requirement with the GDPR. At its core, privacy by design calls for the 
inclusion of data protection from the onset of the designing of systems, rather than an addition. More specifically - 'The controller shall..implement appropriate technical and 
organisational measures..in an effective way.. in order to meet the requirements of this Regulation and protect the rights of data subjects'. Article 23 calls for controllers to hold 
and process only the data absolutely necessary for the completion of its duties (data minimisation), as well as limiting the access to personal data to those needing to act out the 
processing. 

Data Protection Officers

Currently, controllers are required to notify their data processing activities with local DPAs, which, for multinationals, can be a bureaucratic nightmare with most Member States 
having different notification requirements. Under GDPR it will not be necessary to submit notifications / registrations to each local DPA of data processing activities, nor will it be a 
requirement to notify / obtain approval for transfers based on the Model Contract Clauses (MCCs). Instead, there will be internal record keeping requirements, as further 
explained below, and DPO appointment will be mandatory only for those controllers and processors whose core activities consist of processing operations which require regular 
and systematic monitoring of data subjects on a large scale or of special categories of data or data relating to criminal convictions and offences. Importantly, the DPO: 

- Must be appointed on the basis of professional qualities and, in particular, expert knowledge on data protection law and practices

- May be a staff member or an external service provider

- Contact details must be provided to the relevant DPA

- Must be provided with appropriate resources to carry out their tasks and maintain their expert knowledge

- Must report directly to the highest level of management

- Must not carry out any other tasks that could results in a conflict of interest. 

https://www.eugdpr.org/key-changes.html

https://www.eugdpr.org/key-changes.html


  

EFF & FSFE

https://www.youtube.com/watch?v=aGmiw_rrNxk

https://www.eff.org/ http://fsfe.org/

Stop Watching Us

https://publiccode.eu/nl/

https://www.youtube.com/watch?v=aGmiw_rrNxk
https://www.eff.org/
http://fsfe.org/
https://publiccode.eu/nl/


  



  



  



  

Risico’s



  

What is a Hacker



  

In computing, a hacker is any highly skilled computer 
expert. Depending on the field of computing it has 
slightly different meanings, and in some contexts has 
controversial moral and ethical connotations. In its 
original sense, the term refers to a person in any one of 
the communities and hacker subcultures

https://en.wikipedia.org/wiki/Computing
https://en.wikipedia.org/wiki/Computer_science#Applied_computer_science
https://en.wikipedia.org/wiki/Subculture


  

Hacker Groups

White hat
Black hat
Grey hat

Elite hacker
Script kiddie
Neophyte 
Blue hat 
Hacktivist

Suicidal hacker
Government

NSA



  

White hat

Main article: White hat 

A white hat hacker breaks security for non-malicious reasons, either to test their own security system, perform 
penetration tests or vulnerability assessments for a client - or while working for a security company which makes 
security software. The term is generally synonymous with ethical hacker, and the EC-Council, among others, have 
developed certifications, courseware, classes, and online training covering the diverse arena of ethical hacking.

Black hat

Main article: Black hat 

A "black hat" hacker is a hacker who "violates computer security for little reason beyond maliciousness or for 
personal gain" (Moore, 2005). The term was coined by Richard Stallman, to contrast the maliciousness of a criminal 
hacker versus the spirit of playfulness and exploration in hacker culture, or the ethos of the white hat hacker who 
performs hacking duties to identify places to repair or as a means of legitimate employment. Black hat hackers form 
the stereotypical, illegal hacking groups often portrayed in popular culture, and are "the epitome of all that the public 
fears in a computer criminal".

Grey hat

Main article: Grey hat 

A grey hat hacker lies between a black hat and a white hat hacker. A grey hat hacker may surf the Internet and hack 
into a computer system for the sole purpose of notifying the administrator that their system has a security defect, for 
example. They may then offer to correct the defect for a fee. Grey hat hackers sometimes find the defect of a 
system and publish the facts to the world instead of a group of people. Even though grey hat hackers may not 
necessarily perform hacking for their personal gain, unauthorized access to a system can be considered illegal and 
unethical.

Elite hacker

A social status among hackers, elite is used to describe the most skilled. Newly discovered exploits circulate among 
these hackers. Elite groups such as Masters of Deception conferred a kind of credibility on their members.

https://en.wikipedia.org/wiki/White_hat_%28computer_security%29
https://en.wikipedia.org/wiki/White_hat_%28computer_security%29
https://en.wikipedia.org/wiki/Penetration_test
https://en.wikipedia.org/wiki/Vulnerability_assessment
https://en.wikipedia.org/wiki/Hacker_ethic
https://en.wikipedia.org/wiki/Black_hat
https://en.wikipedia.org/wiki/Richard_Stallman
https://en.wikipedia.org/wiki/Hacker_culture
https://en.wikipedia.org/wiki/White_hat_hacker
https://en.wikipedia.org/wiki/Grey_hat
https://en.wikipedia.org/wiki/Achieved_status
https://en.wikipedia.org/wiki/Exploit_%28computer_security%29
https://en.wikipedia.org/wiki/Hacker_group
https://en.wikipedia.org/wiki/Masters_of_Deception


  

Hacktivist

A hacktivist is a hacker who utilizes technology to publicize a social, ideological, religious or political message.

Hacktivism can be divided into two main groups:

Cyberterrorism — Activities involving website defacement or denial-of-service attacks; and,

Freedom of information — Making information that is not public, or is public in non-machine-readable formats, accessible to the public.

Nation state

Intelligence agencies and cyberwarfare operatives of nation states.

Organized criminal gangs

Groups of hackers that carry out organized criminal activities for profit.

Cracker vs Hacker

A cracker (also known as a black hat hacker) is someone who knows the web similar to hackers and doesn't use the internet for gaining any 
extensive knowledge and are professionals in what they do but they are not the white collar heroes as security hackers are. Crackers use their skills 
to earn themselves profits or to benefit from criminal gain. Crackers find exploits to systems securities and vulnerabilities but often use them to their 
advantage by either selling the fix to the company themselves or keeping the exploit and selling it to other black hat hackers to steal information or 
gain royalties.

Script kiddie

A script kiddie (also known as a skid or skiddie) is an unskilled hacker who breaks into computer systems by using automated tools written by others 
(usually by other black hat hackers), hence the term script (i.e. a prearranged plan or set of activities) kiddie (i.e. kid, child—an individual lacking 
knowledge and experience, immature), usually with little understanding of the underlying concept.

Neophyte

A neophyte ("newbie", or "noob") is someone who is new to hacking or phreaking and has almost no knowledge or experience of the workings of 
technology and hacking.

Blue hat

A blue hat hacker is someone outside computer security consulting firms who is used to bug-test a system prior to its launch, looking for exploits so 
they can be closed. Microsoft also uses the term BlueHat to represent a series of security briefing events.

https://en.wikipedia.org/wiki/Hacktivism
https://en.wikipedia.org/wiki/Cyberterrorism
https://en.wikipedia.org/wiki/Website_defacement
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Freedom_of_information
https://en.wikipedia.org/wiki/Cyberwarfare
https://en.wikipedia.org/wiki/Script_kiddie
https://en.wikipedia.org/wiki/Newbie
https://en.wikipedia.org/wiki/BlueHat
https://en.wikipedia.org/wiki/Microsoft


  

Anonymous - Tor



  



  

Dark Net



  



  

Hacker Tools and OS



  

KALI LINUX



  



  



  



  



  



  



  



  



  



  

Questions ???
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Proprietary VS Open Source



  

Open Source VS FOSS



  

virtualization



  



  



  



  



  



  



  

NextCloud 12

https://nextcloud.demo.civihosting.com/index.php/login

https://nextcloud.demo.civihosting.com/index.php/login


  

Let’s encrypt + DNSSEC

https://letsencrypt.org/

https://letsencrypt.org/


  



  



  



  

Qualys SSL

https://www.ssllabs.com/ssltest/index.html

https://www.ssllabs.com/ssltest/index.html


  



  



  

BITMAPPERS SSL



  

https://www.htbridge.com/

https://www.htbridge.com/


  

Questions ???
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